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VMware & MITRE Open Collaboration
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Vulcan Project History

§ Conceptualized by MITRE and 
DISA’s CTO in 2018-2019 to fill a 
gap in security automation 
workflows

§ Hardening and testing security 
occurred at the speed of 
automation -- writing security 
guidance became the bottleneck

§ Creating security guidance is a 
manual process

§ Needed a tool for security guidance 
creation

§ Created the first alpha build of Vulcan 
presented to DISA

§ VMware became our corporate 
partner in Vulcan development

§ VMware and MITRE have 
collaborated on Vulcan development 
ever since – the project is open-
sourced and ready for use by the 
security community.
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Security Technical Implementation Guide 
(STIG)
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What is a STIG & how is it traditionally created?



Traditional Process for STIGs

Manual development of the STIG 
from a spreadsheet of the SRG.
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Traditional Process for STIGs the Challenges
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Logistics

Collaborating and 
maintaining excel 
spreadsheets

Collaboration

Enabling STIG 
development 
between people 
and teams

Updates

New content 
revisions, what 
changed in the 
product?

Automation

Writing tests, 
functional testing, 
staying in sync 
with content

Artifacts

Generating 
documents, 
transforming data 
to other formats



STIG Lifecycle Challenges VCF 4.x Example
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VMware Cloud Foundation 4.x + vRealize Suite

53 
Spreadsheets 

(SRGs)

6495 
Requirements

1726 
Configurable 

Controls

Published 
Documents

9+ products 26 
Technologies

Months of 
testing



Security Guidance: Building STIG-Ready 
Content

© 2022 THE MITRE CORPRATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED PUBLIC RELEASE CASE: 22-00390-3.



© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 22-00390-4. 

Develop STIG Ready Content from SRGs with Vulcan

Specific Instructions for Specific 
System Components 

SRG-aligned STIG Ready Guidance
High-Level Security Requirements, Best Practices, 

Standards
Government and Industry Sources

General Guidance (e.g. SRG)

Analysis to determine 
what guidance is 

relevant to the system

Avoiding repeated manual assessment for programs and capturing the value of collaboration



STIG-Ready Content

STIG Ready Guidance

DISA Peer Review

Publish!
public.cyber.mil/stigs

Security Community
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http://public.cyber.mil/stigs


“Security Guidance” vs “STIG-Ready Content” vs “STIGs” 

§ Security guidance is a general term – examples: CIS Benchmarks, STIGs, PCI 
benchmarks, vendor guidance, etc.
§ Ex. AWS uses “Best Practices” documents for S3, RDS. . .

§ A STIG is tailored security guidance derived from SRGs for a component 
category that is formally reviewed and published by DISA Services Directorate 
(SD) as the DoD standard for a particular system

§ STIG-ready content is tailored security guidance derived from SRGs for a 
component category that has not (yet) undergone DISA SD’s formal review and 
publication via the Vendor Intent process
§ Vulcan can help you author all the pieces needed for this
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Using Vulcan © for Streamlining STIG-Ready 
Content Development
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Vulcan © Project Goals 

COMPLIANCE AS CODE
• Automation is tied to the source 

control
• Content updates also update code
• Changes automatically generated 

between releases as a detailed diff 
view

GOVERNANCE
• Scale content generation to 

stakeholders
• Approval process
• Track changes and revert
• Release process
• Permissions model to support 

multiple projects and roles

EFFICIENCY

• Artifact generation automated (XCCDF, 
InSpec, XLS, Revision History)
• Content reuse of common components
• STIG ID generation
• Import existing content in spreadsheets
• Handle adding controls as needed
• Associate requirements met by other 

controls
• SRG revision updates

USER EXPERIENCE

• Functional replacement for 
spreadsheets
• Sort and Filter controls by various 

fields
• Searchable
• Embedded guidance
• Spell check
• Comment History

STRATEGIC PRIORITIES
• Open Source Capability – 

https://github.com/mitre/vulcan 
• Support STIG project engagement with DISA
• Enable other compliance needs (FedRAMP, 

IL4/5/6)

https://github.com/mitre/vulcan


Core Vulcan © Workflow Process

§ Import high-level security guidance
§ Create new logical component from high-level guidance
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Requirement Workflow Process
§ SRGs are ultimately collections of security requirements for a system category
§ Have SMEs review each requirement and determine applicability and how to 

implement it for the specific component
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DEMO: 
MITRE Vulcan © Deployment

A web application to streamline security guidance development.
vulcan.mitre.org
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http://vulcan.mitre.org/


Demo - Using Vulcan © in Production
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Lincoln Porter & Ryan Lakey



Roadmap
https://github.com/orgs/mitre/projects/7
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https://github.com/orgs/mitre/projects/7


Vulcan © - Phase III

§ We want to grow the Vulcan © community to:
§ Define our next major set of features
§ Engage with more vendors and STIG content 

creators/maintainers
§ Create a coalition of support for ongoing 

development

§ Engage with the Vulcan © open-source project 
– give us issues, PRs, suggestions

§ Build STIG-ready content where none exists to 
help the security community work together to 
solve their cyber challenges

§ Work with authors of other security 
benchmarks to see if the Vulcan © project can 
be expanded to support their workflows
§ FedRamp, PCI-DSS, GDPR
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Vulcan https://mitre-vulcan-
staging.herokuapp.com

Vulcan 
Source Code https://github.com/mitre/vulcan

MITRE SAF 
Info https://saf.mitre.org/

MITRE GitHub https://github.com/mitre/(*baseline or 
app)

https://mitre-vulcan-staging.herokuapp.com/
https://mitre-vulcan-staging.herokuapp.com/
https://github.com/mitre/vulcan
https://saf.mitre.org/
https://github.com/mitre/


Questions?

MITRE Security 
Automation 
Framework ©

saf@groups.mitre.org

Vulcan© https://mitre-vulcan-staging.herokuapp.com

Vulcan© Source Code https://github.com/mitre/vulcan

MITRE SAF© Info https://saf.mitre.org/

MITRE GitHub https://github.com/mitre/(*baseline or app)

Demo Sites and Source Code
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Next Step & Actions

§ Department Level Support, Policy Updates and Clarification
§ Clarify policy support beyond just SCC, SCAP, etc.
§ Pushback, Challenges & Clarifications 

§ Supporting Engagement with DISA, Services & Vendors
§ STIG-Ready Trusted Vendor Program *
§ DCSA and DSCA  Adoption 
§ Diane Phan - Technical Director – Former DISA eMass PMO

§ How can the SAF support DOD CIO’s Container Security Workstream
§ Thoughts & Suggestions


