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Motivation / Goal
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▪ Provide an overview of the Security Content Automation Protocol (SCAP) 
and the Security Automation Framework (SAF©)

▪ Explain how the Sponsor benefits from InSpec and the SAF©

▪ Continuous monitoring and automation
▪ Reduced Risk Management Framework (RMF) costs
▪ A demonstration, or side-by-side comparison, will be used to show the 

differences
▪ This is accomplished by:
▪ running an InSpec profile and displaying the results using Heimdall
▪ using the SCAP Compliance Checker (SCC) to run the checks and display 

the results
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SCAP Overview
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What is Security Content Automation Protocol (SCAP)
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https://www.open-scap.org/ 
https://www.niwcatlantic.navy.mil/scap/ 
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=scap 

SCAP Client 
(SCC)

Benchmark 
(RHEL 7)

Results Export

DISA Local Machine
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Heimdall Demo With Converted SCC Results
Heimdall Heimdall Score
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Heimdall Demo With Converted SCC Results

Heimdall Code View

Heimdall Test View

Since the schema is maintained 
upstream, the control tests or 
code is not available in the 
XCCDF output



Security Automation Framework 
(SAF©) Overview
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SAF© Overview
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▪ The Security Automation Framework (SAF©) allows users to streamline 
their security automation by facilitating the:

▪Hardening – By using Ansible or similar products, hardening procedures and be 
automated for an environment. RHEL 7 Hardening script exists and is currently used.
▪Validation – Using InSpec to verify that the hardening procedures were successful and 
IAW the STIG requirements.
▪Normalization – Converting the output data into a standardized format like the Oasis 
Heimdall Data Format (OHDF) for use.
▪Visualization – Heimdall is used to provide visualizations of the validation output and 
display the compliance details.
▪Attestation – Allowing you to layer the policy and manual check status as a part of 
security automation.
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InSpec
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https://docs.chef.io/inspec/install/
https://saf.mitre.org/#/
https://heimdall-lite.mitre.org/

Create Profile

Create Controls from 
STIGS

Local Machine with InSpec installed

Execute Controls and 
Generate Output

Load Output Into
Heimdall

Profile – Contains system information 
such as resource paths

Control – Contains detailed 
information about the individual check 
as well as the code for execution
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Heimdall Demo With InSpec Results
Heimdall Heimdall Score
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Heimdall Demo With InSpec Results
Heimdall Test View

Heimdall Code View

Heimdall will display the contents 
of a .rb file used for the controls



SCAP vs SAF©
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SCAP Clients
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Pros:
- SCC on approved software 

list for DoD networks
- Most clients have native DISA 

checklist output support or 
native HTML output support

- All-in-one interface

Cons:
- Limited to file system checks
- Must be run locally for 

consistency
- Each client must be updated 

whenever an update to the 
schema comes out

- Based on non-funded 
standard by the government
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SCAP Standard

© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 23-02103=9.

SCAP Pros:
- NIST standard
- Widely used
- Cyber.mil currently provides 

operating system and other 
useful content

Cons:
- No longer funded by NIST to 

extend the schema
- Historically slow to update the 

schema (18-24 months)
- Updating requires update to 

the scheme as well as every 
client to translate

- Requires a client like SCC or 
OpenSCAP to execute

- Limited to file system checks
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SAF©
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Pros:
- Being quickly adopted by the defense, 

intelligence, and vendor communities
- Ever growing library of tools and content
- InSpec profiles:

- Cover all STIG benchmark checks
- Quality of the checks are generally better 

than the SCAP content
- Content can be easily tailored to meet 

organizational requirements
- Both code and output specifically designed 

to be human readable (both check and 
output)

- Heimdall storage and visualization
- Ability to scan the application stack, 

cloud, containers, and applications
- Army ECMA is adopting and integrating 

SAF (G2 Intel/G6 CIO)

Cons:
• Software approval process
• DISA has already approved
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Output Comparison

© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 23-02103=9.

SCAP (SCC)

Heimdall

SCAP output only contains 
178 checks out of the 246 
STIG items

This does not provide 
accurate representation of the 
true compliance posture

InSpec, visualized by Heimdall,
includes all 246 checks even if 
they are not applicable
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Automation of InSpec and Heimdall

• InSpec can utilize remote access such as ssh and winrm
• InSpec Tools can convert InSpec output to many formats
• Heimdall Server has an API
• InSpec, Heimdall, and InSpec tools can be run in docker containers

• We have developed a script to utilize and automate the above process
• Given an IP, username, ssh key or password and InSpec profile
• this script runs the profile, uploads it to the Heimdall server, and converts it to xccdf

format
• Looking to expand the tool to also compare previous runs and alert on changes
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Recommendations and next steps

• We recommend adoption of the SAF to further security compliance and 
automation goals. To help enrich situational awareness throughout the 
application stack and allow for your organization to reap the benefits of the next 
generation of security automation technology.

• Pilot with a key application to show the benefits
• InSpec integration into CI/CD pipeline and automation
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Demo
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SCAP Demo / Steps
Running SCC
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SCAP Demo / Steps
Score and Results in SCC

Note the decrease in checks. The current DISA 
STIG has 240 items to be checked but only 178 
checks are executed by SCC
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Heimdall Demo With InSpec Results
Heimdall Results Heimdall Results Expanded



Output Comparison
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SCAP (SCC)

Heimdall

Note that the SCAP checklist 
only contains 178/246 checks
making the score much lower

InSpec, visualized by Heimdall,
includes all 246 checks even if they
are not applicable
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Output Comparison False Negative (V-204578)
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SCAP (SCC)

Heimdall
This is an example of a test 
from the RHEL 7 benchmark 
failing in SCC, while the 
InSpec check passes and is 
visualized in Heimdall. SCAP 
is checking for an exact 
match while InSpec provides 
the flexibility to execute a 
more accurate test.

Expected: aes256-ctr,aes192-
ctr,aes128-ctr

Subexp: aes128-ctr,aes192-
ctr,aes256-ctr
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